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BIOMETRICS IN THE PHILIPPINES

I) Definition and Description of Technology


Biometrics is generally used to verify the identity of individuals with the use of their unique physiological or behavioural characteristics. The physiological and behavioural characteristics are distinguished from each other with the former identified as the intrinsic physical traits of the individual whereas the latter as influenced by the behavior. 


The commonly used physiological attributes in biometrics are recognition of fingerprints, face and iris. Though less common and developed ear, facial thermogram, retina, vein pattern, DNA, odor, foot prints, palm prints and & scent can also be used. 


Influences of behavior are seen in seemingly physiological traits like voices. Behavioral includes signature verification, typing rhythm, gait recognition, and voice. 


The criteria for identifying a certain characteristic for use of Biometrics are universality, uniqueness, permanence, collectability, and performance and acceptability of technology used. The said characteristic must at least be present over a wide range of individuals, and is distinctive to each of the individuals. In having so, the technology can accurately pin point fraudulent claims. The ease of gathering such characteristic should be high since the complexity of doing so may be restrictive in practice. The biometric should be identifiable over a long period in time that the aging of individuals does not limit its value. The use of technology is crucial in the success of the use of biometrics. It must provide accurate and timely results and relatively easy to use.


Biometric technologies secures and processes an individual’s characteristics, and if needed verify or authenticate the identity by comparison of a given sample with the biometric records in the database. 


Many countries employ Biometric systems in the processing of national or personal identification cards, passports, visas, and other travel documents to verify an individual’s identity. Criminal prosecutions and defense utilize Biometric systems on odor evaluation and finger print identification. Such evidences based on biometrics have been accepted in courts. Television shows such as CSI used such technologies to effectively identify and prosecute suspects. Canine scent identification although claimed to be unreliable in some cases are still used. 


The use of retinal scans is supported by the fact that no two individuals possess identical retinal patterns. It uses the unique patterns of the retina for identification and can be used stored in a database or stored card. Fingerprints are used by identifying fingertip patterns, while facial recognition is used with the measurement of facial characteristics. With hand geometry, the technology measures the shape of the hand. Iris scan analyzes the features of the colored rings in the eye. Behavioural biometric techniques are commonly used such as the analysis of the vocal behavior for speaker recognition and analysis of signature dynamics.


Some laptops available in the country such as Sony Vaio and Lenovo are equipped fingerprint recognition capability for the users’ security. But the Biometric Systems currently used in the Philippines are not used as extensively as in America, Europe and other more developed nations.



Visitors in Australia may have to submit their own Biometric authentication linking the individuals to their visas and passports. Part of the visa applicants has provided Biometric samples to the Immigration.


ID cards in Rio de Janeiro, Brazil are equipped with a 2D bar code that encodes a colored photo & a signature, with two fingerprints and other data. The new Brazilian passport as supposedly allows for contactless electronic reading of content, and Citizen’s ID verification. For automatic recognition fingerprint templates and facial images will be made available.


It was in 2005 that German Upper House Parliament approved the introduction of a passport for German citizens containing Biometric technology. It contains a chip with a digital photograph with one fingerprint from each of the hands. Germany also employed biometric technologies for the protection of German athletes in the Olympic Games.


Even in Iraq, Biometrics has been extensively used. With the prevalent forgery with ID cards, identification is possible without an identification card as it can now be verified with unique biometric information. Since additional information can be provided in the accounts, the government can easily identify the personal history of an individual.


ATM machines of some banks in Japan have adopted a palm or finger vein authentication technology and are gaining wider coverage. In United Kingdom, fingerprint scanners are used in the facilitation of reduction in the parents’ account for school dinners.


In order to avoid double voting in elections, Venezuelan National Elections Counsel adopted a fingerprint validation system in 2004. It allows for the verification of an individual’s identity before they can put on a vote.


As investments in such technologies are observed abroad, the Philippines may have been lagging behind with its less usage coverage of such technologies. The move for the implementation of a National ID system has gained protests from special interest groups that only a unified ID system for government services is being worked on for the time being. SSS has been issuing its ID that contains biometric information with other security features. The ID system of the Social Security System will be harmonized with the Government Service and Insurance System, and the Philippine Health Insurance Corp. 


With the upcoming 2010 national elections, automated voting systems are considered that biometric technology for identity verification may be necessary in such event. 

II)  Providers of the Technology

Biometrics just recently is now also being utilized in the Philippines. Biometrics such as speaker verification and fingerprinting and identification systems are now seen to be the next solutions to security and other stuff.  The success however of the utilization of these biometrics solutions, particularly in government offices, is another issue altogether.

In the Philippines, a known provider of biometrics is the NEC Philippines. NEC is a global company which has devoted over 100 years in technological innovations and in providing services to companies and institutions around the world. NEC Philippines, Inc. is the local subsidiary of Information and Communications Technology Giant NEC Corporation of Tokyo, Japan working under their value proposition of products powered by innovation.

NEC Philippines client base includes Philippine Corporations. These corporations are Philippine National Police, Philippine Association of Provincial Telephone Companies, Makati Shangri-La, Marco Polo Hotel, Petron Corporation, Globe Telecommunications, Smart Telecommunications, Air Transportation Office, ABS CBN and many more. These companies use NEC technologies in various shapes and form like NEC's Retail and POS solutions, NEC Key Telephone Systems and most importantly NEC Biometrics solutions like Advanced Fingerprinting and Identification System, etc.

Other providers of Biometrics solutions would be Mysolutions, a leading biometric and security systems provider in the archipelago. It is committed to supply innovative products and ground-breaking solutions to business and homes. The company was first established in May of 2003, with the aim of helping companies to eradicate tedious work and human error in computing for the attendance of employees. Through the extensive and careful research of its R&D department, they were able to create a software to answer the said problem, the result was Touchlink Time & Attendance software. In order to complement to the said software, they started to invest on different biometric devices such that, within two years, they were able to sell thousands of biometrics devices. Mysolutions was accredited to be a proud member of the People Management Association of the Philippines (PMAP). 

III) Users of the Technology

In the Philippines, the Philippine National Police (PNP) has employed biometrics solutions/technology in order to effectively raise the bar in its crime detection and prevention. After the evaluation made by the international crime detection technologies in the market, the said Philippine agency decided to adopt NEC’s (mentioned above) Automated Fingerprint Identification System. Via the technology, PNP staff and experts are able to authenticate unique body demographics, such as fingerprints in this particular case. The technology also allows an almost instantaneous identification. The technology was used however by first building an initial database of 210,000 fingerprints. PNP actually used the said technology in order to identify two “chop-chop” victims whose mutilated bodies were found dumped in several areas in Quezon City and Muntinlupa.

The Government Service Insurance System (GSIS) of the Philippines has undertaken a massive effort to utilize voice biometrics. The use of the said solution was aimed to authenticating user identities, the almost 1.5 million government retirees in the country under the primary pension program. 

But before actually undertaking the massive effort of utilizing voice biometrics, years earlier, the agency has first launched a major upgrade to its services, its “smart cards” which served as a GSIS identification card. The card supported access to services via a network of wireless kiosks, called GWAP. These kiosks integrated a touchscreen, chipcards and “touchless” RFID (Radio Frequency Identification) based interaction into the mix and more importantly (in the view of enabling biometric authentication) these kiosks actually supported fingerprint-based biometric authentication. An official of the said agency said that the use of such solutions brought about an increase in levels of confidence in terms of identifying members and authenticating their identity before carrying out specific transactions.

The said program of adding voice access for remote authentication supports the effort to extend GSIS’s services coverage area by allowing members, who originally have with them the “smart cards” to carry out business without venturing to a bank branch of kiosk. This time, the user identities are allowed to create transactions via the internet and telecoms. The callers are first asked to punch in their ID numbers before going on with the transactions. After which, they are prompted to say their digits for authentication. 

The PNP and GSIS are of only the few government agencies utilizing biometric technologies. Private companies on the one hand which utilize the said technology are found in the appendix. It should be also seen that one of UP’s constituent universities, UP Manila, utilizes a Biometric Time & Attendance system.
IV) Technology Assessment

SWOT Analysis

The following are the strengths of the Biometrics in Information Technology: 

· Distinguishes individuals from one another 

· Distinguishing characteristics of biometrics is of high-class and incomparable. 

· Easy acquisition of individual identities 

· Individual information can be easily done and almost hassle-free. 

· Accurate and robust due to the technology used 

· Accuracy and robustness of the biometrics is high because of the advanced technology used in implementing it. 

· High-quality protection tool 

· Having a biometric tool or analyzer equipped on your valuable things could mean great security.

· Security leverages 

· If BIT was implemented, identity theft is less likely to be done. Shopping wallet- and PIN-free, or “the benefit of anonymity”, is a great thing for consumers. 

On the other hand, the following are the weaknesses of BIT: 

· Issues about Privacy 

· It’s hard to protect a person’s biometrics once collected. Person’s movements may also be tracked when non-anonymous authentication systems like security cameras with facial recognition system are used. Info obtained using biometrics can be used in so many illegal ways without personal consent. 

· Discriminatory 

· Personal information taken through biometric methods can be used wrongly. An example would be selection of people having unwanted traits and not allowing them to enter a country. 

· Possible dangers to owners 

· If an item uses a biometric device, danger to the owner of the device is irresistible. It may happen that a finger might be cut to open some doors and get some expensive things like cars. The lost finger however, is much more expensive than the stolen things. 

· Permanence of information 

· Permanence of info is a vital need of biometrics. Signature, voice, fingerprints, face, retina, etc. should be retained in particular over the lifetime of the person or it wouldn’t be accepted by the biometric devices. 

· Non-availability of reissued biometric information 

· Biometric information like the face of a person cannot be reissued, unlike old passwords, tokens and the like used before. 

· High cost 

· The biometric system is expensive and can only be used by economically stable countries, as of now. 

The following are the opportunities for BIT: 

· Technological advances 

· We know that technology changes too fast and this would make biometrics be easier, faster, and more accurate. 

· Combinability of Biometrics and another security systems

· It would be great if biometrics would be combined with security systems like passwords, account numbers, etc. 

· Terror threats 

· If there happens to be great terror threats and security fears, biometrics would become a boom. More and more individuals would like to have it imposed by their governments. 

While the following are the threats for BIT: 

· Economic downturn 

· Economic depression would make BIT less likely to be implemented. People would like to have food more and not expend on things like this. The government’s concern would also be how to eat his people and not use the money for things that are not that of basic needs. 

· Artificially created biometrics 

· Inputting artificially created biometrics (e.g. artificial fingers, high-quality voice recordings, image of the iris), or in other words, fake biometrics would be a hurt to the biometric system itself. 

· Different attacks at the system 

· There’s a great possibility of developing a technology that can access biometric systems through input ports and surf the data-bases. 

Alternatives and Substitutes of the Technology


Biometric technology has been present in the Philippines although at a very primitive state. The Philippines for example have not utilized for example voice recognition systems or eye-scans (measures the iris). There have been few companies that have used these systems but these are still early stages and full implementation of it nationwide would still take time. 

Among of the prevalent “biometric” technology employed in the country are:


ID cards: These range from school ID’s, driver’s license, passports, social security cards and the like. These serve as the owner’s identity and entails them the service provided (license to drive, to travel, enrolled in the school etc). The usual ID cards contain information about the bearer such as full name, a portrait photo, age, birth date, address, an identification number, profession or rank, religion, ethnic or racial classification, restrictions, and citizenship status. Several innovative ID cards have been developed containing other biometric data (like iris scans, fingerprint data etc) but in the Philippine context the regular ID cards are mostly used.


Fingerprints: Fingerprint Identification is the process of comparing questioned and known friction skin ridge impressions (see Minutiae) from fingers or palms or even toes to determine if the impressions are from the same finger or palm. This is mostly used in the areas of criminology for identifying felons with known records and or comparing gathered fingerprints from crime scenes in order to compare it with the database. In the Philippine context the PNP has acquired new technology in order to organize these fingerprints and make the identification faster. This increased the reliability of identifying matches between the given fingerprints and aided the PNP in their efforts in cutting crime though fingerprints have never been really used much outside of criminology in the Philippine context.


Improvements in biometric technology make the process of identification fast, easy and effortless and improvement in technology would make processes in our country much better. Since for example in our country we usually have security guards in the entrance or premises to allow/prevent entry in the area/vicinity. Or as another example the identification system in our country is hampered by a weak system that requires a long time in order to get results. Criminology may have improved a little but in other aspects it’s still weak because for example minors have little or few forms of identification since most forms of legal identification are acquired when you are at a legal age (driver’s license, SSS cards etc.)

Feasibility of Application and Proposal

The problem of distrust in the Philippine government has been an issue for awhile now, and lately it has been getting even worse. This problem cannot be ignored since the success of a country lies with the cooperation between the government and its people. But this can’t be done easily. The Filipinos need something that can give them back their trust and hope for the government. Through the incorporation and introduction of Biometrics, this sentiment can hopefully be properly addressed.

How are we doing as far as biometrics is concerned?

Biometrics technology is especially useful and beneficial for governments around the world.  Being able to effectively identify their citizens is advantageous in more than one way. The data that can be gathered will be able to help different government agencies in doing their jobs. For the Philippines, biometrics is still in its very early stages though there already are ongoing plans for its further integration into the system. Currently, Biometrics technology is being used by agencies like the Social Security System to capture information unique to individuals, including fingerprints, signatures and photos.

Through the passing of the proposal embodied in House Bill 6052 sponsored and anchored by Rep. Teodoro Locsin Jr. of Makati City, Biometrics is now being considered as an integral part and primary backbone in the automation of 2010 elections. The House of Representatives is confident that with this technology and the aid of the Automated Fingerprint Identification System (AFIS), the cleansing of double or multiple registrants records will materialize. 

Automation of elections


One special use of biometrics is its capability to fix election registration anomalies like double or multiple registrants and flying voters. Biometrics will make sure that everyone will only be registered once, since it can identify people in a more specific way. The process will work this way. All registered voters will be required to appear before an electoral officer from their place of registration in order to capture and record their photographs, fingerprints and signatures.  And with the help from an Automated Fingerprint Identification System (AFIS) the new technology will be able to scan and compare all the voters’ fingerprints from all over the country, capture and record them and then determine whether the voter has registered more than once for election purposes.  

Areas of Consideration and Implementation

Proper mechanisms and channels must be used to inform the public of the need to have a biometrics system and that the public’s participation is a vital factor to be considered in this endeavor. Take for example the use of biometrics in the Comelec registration system.  The government must explain to the voting public the advantages and benefits that the biometric registration system gives as questions and complaints of having to register twice (if the voter has no biometric registrarion record) arise. As of today, Comelec executive director Jose Tolentino said that 23 million registered voters have no biometric records with the Comelec, making their voting profile and identity subject to the risk of being manipulated for acts of cheating by political candidates. Also, Comelec chairman Jose Melo stated that the poll body has limited resources and time to implement this endeavor, which aims to purge the voters’ list of flying voters, double registrants and related cases. The Comelec admitted that gathering biometric information from all the voters come the 2010 elections is indeed a herculean task that the body cannot accomplish given the different constraints. However, Melo said that the registration of voters using biometrics technology would be possible in 2013.

 It is a given that a large sum of money must be allotted from the national budget to finance projects concerning biometrics like the national id system that aims to provide the citizens of the country an id card that can be used for all government transactions. The said national id system’s main objective is to make transactions faster and more efficient. Better data management will also be met if the said projects were to push through. However, the technology requires a large spending on technological equipment. If the Philippine government were to implement a national id system using biometric processes, it should see to it that even the people living in hard-to-reach areas (Filipinos living in the highlands/mountainous regions and seashores) and communities are able to submit themselves to these services. Difficulty in providing basic needs and social services to these areas has always been a constant predicament of the Philippine government and this hinders the government in pursuing these biometric endeavors. Moreover, there are other things that the Philippine government must prioritize like unemployment, inflation, provision of basic needs like food and housing, thus, the lack of attention on efforts on biometrics security. 

V) Conclusion

Clearly, before the Philippine government can implement a nationwide biometrics campaign program, it must first address various issues that are more relevant at the moment. Although biometrics has already been established as a beneficial investment and having a national biometrics system is ideal for the country, things can easily go wrong if it is implemented haphazardly. The Philippine government has unfortunately shown an unhealthy habit of rushing into things, and the automation of elections easily may be the next victim. With minorities having voiced out their qualms, the Commission on Elections admitting that of the 48 million voters at least 23 million have no biometrics record, the lack of funds and time constraint, it should be realized that it is both impractical and unfeasible to expect effective implementation of a fully automated election system any time soon. Collective action and collaboration between different government agencies, as studies show that the lack of coordination between the different data management systems of government agencies and departments hinders a unified biometrics system from materializing, must first be met. Investing further on software and system research and development together with the strengthening of the inter-department coordinating system will pave a way for a unified biometrics system that can make transactions faster, more efficient and convenient for the benefit of the stakeholders. The list goes on and these are but a few of the multitude of other more important things that have to be addressed first before the Philippines can even start thinking of Biometrics.
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APPENDIX

Partial Client List (By Industry) of Mysolutions 
	BANKING INDUSTRY

	RCBC Savings Bank
	Door Access Control System

	Eastwest Bank
	Biometric Time & Attendance System

	Producer’s Bank
	CCTV Surveillance System

	Real Bank
	CCTV Surveillance System


	HOTEL & RESTAURANT  INDUSTRY

	Jollibee
	Biometric Time & Attendance System

	Bread Talk
	Biometric Time & Attendance System

	Banana Leaf
	Biometric Time & Attendance System

	Sushiya
	CCTV Surveillance System

	Mini Shabu Shabu
	Biometric Time & Attendance System

	Pier One Grill and Restaurant
	Biometric Time & Attendance System

	Danny’s Grill
	CCTV Surveillance System

	Phobac
	POS System

	La Mesa Grill
	Biometric Time & Attendance System

	Brother?s Burger
	Biometric Time & Attendance System

	North Park 
	CCTV Surveillance System & Door Access Control System

	Rolling Pot Shabu Shabu
	POS System

	Krokodile Grill
	POS System

	Mang Inasal
	Biometric Time & Attendance System

	Mocha Blend
	Biometric Time & Attendance System

	Chin’s Express
	POS System

	Inihaw Express
	POS System

	Iceberg
	Biometric Time & Attendance System

	Pampanga’s Best
	Biometric Time & Attendance System

	Bean Hopper
	CCTV Surveillance System

	Coffee Experience
	Biometric Time & Attendance System

	Goto King
	CCTV Surveillance System

	Four Season?s Hotel
	Biometric Time & Attendance System

	Mariposa Hotel
	CCTV Surveillance System

	Victoria Court
	CCTV Surveillance System

	Day?s Hotel
	CCTV Surveillance System

	Regent Hotel
	Telephone PABX System

	Roman Suites Hotel
	CCTV Surveillance System

	Lotus Garden Hotel
	Biometric Time & Attendance System

	City Garden Hotel
	Biometric Time & Attendance System

	Garden Orchid Hotel
	CCTV Surveillance System

	Raffle?s Hotel
	Biometric Time & Attendance System

	Sir William?s Hotel
	Biometric Time & Attendance System


	PETROLEUM INDUSTRY 

	Shell Gas Station
	CCTV Surveillance System

	Petron Gas Station 
	CCTV Surveillance System

	Caltex Gas Station
	CCTV Surveillance System

	Unioil Gas Station
	CCTV Surveillance System

	Sea Oil Gas Station
	CCTV Surveillance System

	Total Gasoline Station
	CCTV Surveillance System


	 
SPA & FITNESS CENTER
Ace Water Spa
Biometric Time & Attendance System
Blue Water Spa
Biometric Time & Attendance System
Pinnacle Health Spa
Biometric Time & Attendance System
Godiva Skin Care
Biometric Time Attendance & CCTV Surveillance System
Ysa Skin Care
Biometric Time & Attendance System


	CORPORATIONS
Sunlife Financial of Canada 
Door Access Control System
Aboitiz Equity Ventures, Inc.
Door Access Control System
Ayala Property Management, Inc.
CCTV Surveillance System
SKI Construction
Biometric Time & Attendance System
AB Foods and Beverages Philippines(Ovaltine)
Door Access Control System
Zenith Group of Companies
CCTV Surveillance System
ZTE Philippine Office
Door Access Control System
Zuellig Pharma Corp.
Biometric Time Attendance & Door Access Control System
Hocheng Group (HCG)
Biometric Time & Attendance System
Valvoline Philippines 
CCTV Surveillance & Biometric Time Attendance System
Maclin Electronics (PROMAC)
Biometric Time & Attendance System
Union Galvasteel Corporation
Biometric Time & Attendance System
Victory Liner
Biometric Time & Attendance System
TNT Philippines 
Biometric Time Attendance & Door Access Control System
Western Union 
CCTV Surveillance System
Star Cruises
Door Access Control System
Foodlink Corporation
Structured LAN Cabling
Pazalonia Pawnshop
CCTV Surveillance & Biometric Time Attendance System
Matsuoka Generation
Biometric Time & Attendance System
G-Liner 
CCTV Surveillance & Biometric Time Attendance System
Oriental Assurance
Biometric Time & Attendance System
Mcdo Realty
Biometric Time Attendance & CCTV Surveillance System
Asiarich Ventures
Door Access Control & CCTV Surveillance System
Cognitive IT Solutions
PABX System
Globemaster
Biometric Time & Attendance System
IQ Packaging
Biometric Time & Attendance System
Mead Johnson Nutrition
Biometric Time Attendance & Door Access Control System


	 
GOVERNMENT 
Armed Forces of the Philippines(AFP)
Door Access Control System
Philippine National Police (PNP) Intelligence
Biometric Time & Attendance System
Department of Trade & Industry (DTI)
Biometric Time Attendance & Door Access Control System
Bureau of Internal Revenue (BIR)
Biometric Time & Attendance System
Department of Environment & Natural Resources (DENR)
Biometric Time & Attendance System
Department of National Defense (DND)
Biometric Time & Attendance System
Department of Labor & Employment (DOLE)
Biometric Time & Attendance System
Bureau of Communications
Biometric Time & Attendance System
Bureau of Quarantine
Biometric Time & Attendance System
Pasig CityGovernment
CCTV Surveillance System


	 
SCHOOL, HOSPITAL & ORGANIZATIONS 
De La Salle University Canlubang
Biometric Time & Attendance System
University of the Philippines Manila 
Biometric Time & Attendance System
University of the Philippines Canlubang
Biometric Time & Attendance System
AMA Computer Learning Center 
Biometric Time & Attendance System
Assumption College 
Biometric Time & Attendance System
University of Perpetual Help
Biometric Time & Attendance System
Philippine Christian University Christian 
Biometric Time & Attendance System
Isabela State University 
Biometric Time & Attendance System
Jose Rizal University 
Biometric Time & Attendance System
Misamis University 
CCTV Surveillance System
St. Stephen High School 
CCTV Surveillance System
Makati Hope Christian High School Christian 
Biometric Time & Attendance System
Mary the Queen
CCTV Surveillance System
Greenhills Christian Fellowship
Biometric Time & Attendance System
Philippine Pediatric Society
Biometric Time & Attendance System
St. Jude Hospital 
Biometric Time & Attendance System
World Health Organization
Biometric Time & Attendance System


	 
SUPERMARKET, CONVENIENT & RETAIL STORES 
PC Express
Biometric Time & Attendance System
PC Gilmore
Biometric Time & Attendance System
Healthy Option
Biometric Time & Attendance w/ Door Access Control System
Levis and Dockers
CCTV Surveillance System
Picture City 
Biometric Time & Attendance System
Mango
Biometric Time & Attendance System
Arrow
Biometric Time & Attendance w/ Door Access Control System
Planet Sports
Biometric Time & Attendance System
Havaianas
Biometric Time & Attendance System
Speedo
Biometric Time & Attendance System
Puregold Supermarket
Door Access Control System
Mini Stop
CCTV Surveillance System
Quincy Supermarket
CCTV Surveillance System
Metro Supermarket
CCTV Surveillance System
Southern Twin Supermarket
Biometric Time & Attendance System


	 
RESORT & COUNTRY CLUBS 
Tagaytay Highlands
Biometric Time & Attendance System
Fort Ilocandia 
Biometric Time & Attendance System
Island Cove
Biometric Time & Attendance System
Boracay Regency Beach Resort
CCTV Surveillance System
Evercrest Golf Club
Biometric Time & Attendance System
Canlubang Golf & Country Club
Biometric Time & Attendance System
Camp Aguinaldo Golf Club
POS System
Eight Wave Waterpark
Biometric Time & Attendance System
Manila Jockey Club
Biometric Time & Attendance System
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